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Our Product Security Team employs global governance
to put cyber resilience at the forefront. We pursue and
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.—‘__ ‘_ . J = designing solutions that support compliance. Certified
e — T - cybersecurity experts (CISSP, CSSLP, CEH, CCSP, etc.)
validate designs using up-to-the-minute best practices.

- because we understand what's at stake for you

Security-infused development

We work to uncover, remediate and protect against
concerns long before product release, through in-house
testing that includes the integration of security tooling
throughout the development lifecycle. External testing
is also used as required.
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Knowledge-driven deployment

|
Through customer education, compliance assistance,

security documentation, and our pragmatic approach, we
help to facilitate more secure installations.
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Lifecycle management

Because technology is always evolving, our cybersecurity
approach goes beyond product development and deployment
to provide ongoing support to respond to threats as they arise.
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Rapid response

Our dedicated cybersecurity team emphasizes speed,
transparency and professionalism. We monitor trends, assess
new threats and provide guidance on handling vulnerabilities
and reducing exposure.

Commitment to partnership

Johnson Controls is dedicated to sharing your responsibility
for more secure systems. We support you through education,
engagement and thought leadership for greater success in

achieving your mission.
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Learning

The mission of the Learning Center is to serve as a centralized
resource to provide more secure design, deployment and
maintenance of physical security products. Integrators can
leverage the Learning Center to build their competency in
cybersecurity to complement their experience in physical
security solutions.

Updates on product security advisories can be found at
https://www.johnsoncontrols.com/cyber-solutions/security-
advisories

Product Security Advisories

Johnson Controls tracks, identifies and proactively
addresses ever-evolving cybersecurity threats every
day. This commitment is reflected in our technology
innovations and continual product development
to keep building management systems, their
infrastructures, and connected equipment secure.

You can rely on our dedicated cybersecurity team
and local branch professionals to strive to address
your concerns.

Cyber Solutions

Cybersecurity vulnerabilities are not just a concern for
enterprise systems, it's also something to be aware of in
all aspects of your building’s security. From cameras to
video management systems and door readers to mobile
entry systems - all these can be compromised when
businesses don't take the necessary steps to protecting
their systems from cybersecurity threats.

Taking steps to address cybersecurity isn't just the
responsibility of businesses. Individuals also need to
ensure their actions don't help attackers and that they
should report anything that appears suspicious.

At Johnson Controls, our team
of experts is dedicated to
ensuring the cyber resiliency
needed to power your mission.
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Gain peace of mind with
cyber-resilient systems
focused on your security
needs.

Learn more about our approach

to cybersecurity at:
www.johnsoncontrols.com/cyber-solutions

About Johnson Controls

At Johnson Controls, we transform the environments where people live, work, learn and play. From optimizing building
performance to improving safety and enhancing comfort, we drive the outcomes that matter most. We deliver our promise
in industries such as healthcare, education, data centers and manufacturing. With a global team of 105,000 experts in

more than 150 countries and over 130 years of innovation, we are the power behind our customers’ mission. Our leading
portfolio of building technology and solutions includes some of the most trusted names in the industry, such as Tyco®, York®,
Metasys®, Ruskin®, Titus®, Frick®, Penn®, Sabroe®, Simplex®, Ansul® and Grinnell®.

For more information, visit www.johnsoncontrols.com or follow us @johnsoncontrols on Twitter.
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