
     

 

 

Product Security Advisory 
 
May 14, 2024          JCI-PSA-2024-04 

   CVE-2024-0912 
  ICSA-24-135-03 
 

Overview 
Johnson Controls has confirmed a vulnerability impacting Software House C•CURE 9000 v3.00.2. 

 
Impact 
Under certain circumstances the Microsoft® Internet Information Server (IIS) used to host the C•CURE 9000 
Web Server will log Microsoft Windows credential details within logs. 
 
Affected Versions 

• Software House C●CURE 9000 v3.00.2 

Mitigation 

• Upgrade C•CURE 9000 to version 3.00.2 CU02 or 3.00.3 

• Change the password for the impacted windows accounts 

• Delete the api.log log file (or remove instances of passwords from the log file with a text editor) located at 

“C:\Program Files (x86)\Tyco\victorWebServices\victorWebsite\Logs\archives” 
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May 14, 2024 
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May 14, 2024 
 
Resources 
Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 
CVE-2024-0912 - NIST National Vulnerability Database (NVD) and CVE® 
ICSA-24-135-03 - CISA ICS-CERT Advisories   

https://www.johnsoncontrols.com/cyber-solutions/security-advisories
https://nvd.nist.gov/search
https://www.cve.org/CVERecord?id=CVE-2024-0912
https://www.cisa.gov/search

