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Overview
@ Johnson Controls has confirmed an arbitrary file deletion vulnerability with all versions of victor Web
Client.

Impact
The vulnerability could allow a remote unauthenticated attacker to delete arbitrary files on the system or render the
system unusable by conducting a Denial of Service attack.

Affected Versions
All versions of victor Web Client up to and including v5.4.1

Mitigation
Upgrade all versions of victor Web Client to v5.6

Registered users can obtain the critical software update by downloading the update found here:
https://www.americandynamics.net/support/SoftwareDownloads.aspx.
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2020-9048 - NIST National Vulnerability Database (NVD) and MITRE CVE® List
ICSA-20-282-01 - CISA ICS-CERT Advisories
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