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Overview
@ Johnson Controls has confirmed a system permissions vulnerability with all versions of Tyco Kantech
EntraPass Security Management Software Editions.

Impact
An attacker with authorized access to a low-privileged user account could exploit this vulnerability to gain full
system level privileges.

Affected Versions
»  All versions of Kantech EntraPass Editions up to and including v8.22.

* EntraPass web Installer is not impacted by this issue.

Mitigation
Upgrade all Kantech EntraPass Editions to version 8.23.

Registered users can obtain the critical software update by downloading the zip file from the Software Downloads
location at https://kantech.com/Support/SoftwareDownloads.aspx.
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2020-9046 - NIST National Vulnerability Database (NVD) and MITRE CVE® List
ICSA-20-147-02 - CISA ICS-CERT Adyvisories
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https://nvd.nist.gov/search
https://www.us-cert.gov/ics/advisories
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-9046



