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H) Overview
A Tyco security solutions has confirmed a vulnerability in the installer for Software House C-CURE 9000 and
American Dynamics victor Video Management System software installer.

Impact

During installation or upgrade to C-CURE 9000 v2.70 and victor Video Management System v5.2, the credentials of
the Windows account used to perform the installation or upgrade is logged in a file. The install log file persists after
the installation. This results in unintended plain text storage of the Windows user credentials.

Affected Products/Versions
»  Software House C:CURE 9000 v2.70, V2.70 SP1, V2.70 SP2

*  American Dynamics victor Video Management System v5.2

Note: The issue does not exist in prior versions or newer versions of the software. Also, the affected C-CURE v2.70
posted ISO image was replaced in August 2019 with a corrected image that is named C-CURE 9000 v2.70/v5.2 -
Full ISO with Install Updates. For new v2.70 installations please use this newer image.

Mitigation Options
While it is always advisable to maintain your product installation at the latest release, a number of options exist for
remediation of this particular issue. See below for details.

C-CURE 9000 v2.70
1. Install 2.70 SP3CUO3 or later. This will delete the previous installation’s log.

2. Upgrade to v2.80 which includes deletion of the log file created by the version 2.70 installer
3. Delete the installer log file on the server, located in the following directory by default:
c:\ProgramData\Tyco\InstallerTemp\UnifiedInstallDashboard.log

American Dynamics victor Video Management System v5.2
1. Upgrade to the latest version.

2. Delete the installer log file on the server - i.e.
c:\ProgramData\Tyco\InstallerTemp\UnifiedInstallDashboard.log
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2020-9045 - NIST National Vulnerability Database (NVD) and MITRE CVE® List
ICSA-20-142-01 - CISA ICS-CERT Advisories

SoftwareHouse Website (C+CURE) https://www.swhouse.com/products/ccure-web.aspx
American Dynamics Website (victor Video) https://www.americandynamics.net/support/DOWNLOADS-
VICTOR.ASPX
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