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H] Overview
@/ Asecurity vulnerability has been announced affecting all versions of Software House CeCURE 9000
prior to version 2.80. The vulnerability affects the client auto update feature.

Impact
An insecure client auto update feature in Software House CeCURE 9000 can allow remote execution of lower
privileged Windows programs.

Affected Versions
This affects all versions of Software House CeCURE 9000 prior to 2.80.

Mitigation

Upgrade to version 2.80 or above. If this is not possible then follow published instructions for disabling the
auto update feature located here https://support.swhouse.com/ and search for the document SWH-TAB-nID-
000006545.
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2021-27660 - NIST National Vulnerability Database (NVD) and MITRE CVE® List
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https://nvd.nist.gov/search
https://www.us-cert.gov/ics/advisories
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-27660

