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@ Overview

Johnson Controls Kantech KT-1 version 2.09.02 is an Ethernet-ready single door controller,
supporting two readers. KT-1 version 2.09.02 runs on the Windows CE operating system. In April 2021, KT-1
version 3.02.01 was released which runs on an updated Linux operating system.

Impact

Windows CE is no longer supported by Microsoft and no longer receives security updates. KT-1 version 2.09.02
has been replaced by KT-1 version 3.02.01 which runs on an updated Linux operating system. To mitigate the
risks associated with the deprecated Windows CE operating system, we are advising our customers to upgrade
to KT-1 version 3.02.01.

Affected Versions
All versions of KT-1 version 2.09.02 and earlier.

Mitigation
Upgrade KT-1 firmware to version 3.02.01.
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Resources
Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
ICSA-21-243-01 - CISA ICS-CERT Advisories
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