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@ Overview
Johnson Controls has confirmed a vulnerability impacting Kantech KT-1 door controller. Under certain
conditions the command message is susceptible to a replay attack.

Impact
The KT-1 door controller is susceptible to replay or man-in-the-middle attacks.

Affected Versions
e All versions up to and including 3.01.

Mitigation
e Upgrade the KT-1 controller to version 3.04 and upgrade EntraPass to version 8.40.
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2021-27662 - NIST National Vulnerability Database (NVD) and MITRE CVE- List
ICSA-21-257-02 - CISA ICS-CERT Advisories
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