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@ Overview

Johnson Controls has confirmed a vulnerability impacting the American Dynamics victor Video
Management System. A SIP calling feature in the victor product which enables communication
between the victor client and cameras used a hard-coded password. Customers should upgrade to
victor version 5.7.1.

Impact
A SIP component of victor used a hard-coded password.

Affected Versions
e victor version 5.7 and prior

Mitigation
e Disable SIP feature in versions prior to 5.7.1
e Upgrade victor to version 5.7.1
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2019-19492 - NIST National Vulnerability Database (NVD) and MITRE CVE- List
ICSA-21-301-01 - CISA ICS-CERT Advisories
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https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-19492
https://www.us-cert.gov/ics/advisories



