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Overview

* Johnson Controls has confirmed a vulnerability impacting American Dynamics VideoEdge. VideoEdge is
a high-performance Network Video Recorder that supports multi-channel audio and video. Running a
vulnerability scanner can cause denial-of-service from VideoEdge. Users should update their VideoEdge with a
hot fix or upgrade to version 5.9.

Impact
Running a vulnerability scanner against VideoEdge NVRs can cause some functionality to stop.

Affected Versions
e VideoEdge versions 5.4.1 to 5.7.1.

Mitigation
e Update VideoEdge with hot fix for versions 5.4.1 to 5.7.1.
e Upgrade VideoEdge to version 5.9.
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2021-36199 - NIST National Vulnerability Database (NVD) and MITRE CVE® List
ICSA-22-011-01 - CISA ICS-CERT Advisories
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