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@ Overview
Johnson Controls has confirmed a vulnerability impacting Metasys System Configuration Tool (SCT)
and System Configuration Tool Pro (SCT Pro).

Impact
A remote unauthenticated attacker could identify and forge requests to internal systems via a specially crafted
request allowing the attacker to determine if specific files or paths exist.

Affected Versions
e All versions of SCT/SCT Pro prior to 14.2.2

Mitigation
e Update SCT/SCT Pro with patch 14.2.2

Initial Publication Date
April 21, 2022

Last Published Date
April 21, 2022

Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2021-36203 - NIST National Vulnerability Database (NVD) and MITRE CVE’ List
ICSA-22-111-02 - CISA ICS-CERT Advisories
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