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Overview

* Johnson Controls has confirmed a vulnerability impacting Metasys ADS/ADX/OAS with MUI. The
vulnerability allows unauthenticated users of a web APl to enumerate users of a Metasys ADS/ADX/OAS with
MUI server under certain circumstances. Users should update their Metasys ADS/ADX/OAS products by
applying a patch.

Impact
Under certain circumstances an unauthenticated user could access the Metasys ADS/ADX/OAS with MUI web
APl and enumerate users.

Affected Versions
e All Metasys ADS/ADX/OAS 10 and 11 versions with MUI are impacted.

Mitigation
e Update all Metasys ADS/ADX/OAS 10 versions with patch 10.1.6.
e Update all Metasys ADS/ADX/OAS 11 versions with patch 11.0.2.
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2021-36200 - NIST National Vulnerability Database (NVD) and MITRE CVE® List
ICSA-22-202-02 - CISA ICS-CERT Advisories
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