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Overview 
Johnson Controls has confirmed a vulnerability impacting Metasys ADS/ADX/OAS Servers. 

 
Impact 
Under certain circumstances API calls from Metasys Servers expose credentials in plain text. 
 
Affected Versions 
• All Metasys ADS/ADX/OAS 10 and 11 versions. 

Mitigation 
• Update all Metasys ADS/ADX/OAS 10 versions with patch 10.1.6. 
• Update all Metasys ADS/ADX/OAS 11 versions with patch 11.0.3. 
• Contact your local Johnson Controls office or Authorized Building Control Specialists (ABCS). 

Initial Publication Date 
February 24, 2022 
  
Last Published Date 
February 24, 2022 
 
Resources 
Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 
CVE-2021-36204 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  
ICSA-23-012-06 - CISA ICS-CERT Advisories   
 
  

https://www.johnsoncontrols.com/cyber-solutions/security-advisories
https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36204
https://www.us-cert.gov/ics/advisories

