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@ Overview
Johnson Controls has confirmed a vulnerability impacting System Configuration Tool (SCT).

Impact
During a cross-site scripting attack, an attacker might access cookies and take over the victim's session.

Affected Versions
e All versions of SCT version 14 prior to 14.2.3

e All versions of SCT version 15 prior to 15.0.3

Mitigation
e Update SCT version 14 with patch 14.2.3
e Update SCT version 15 with patch 15.0.3

e Contact your local Johnson Controls office or Authorized Building Control Specialists (ABCS).
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2022-21939 - NIST National Vulnerability Database (NVD) and MITRE CVE®

CVE-2022-21940 - NIST National Vulnerability Database (NVD) and MITRE CVE®

ICSA-23-040-03 - CISA ICS-CERT Advisories
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