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@ Overview

Johnson Controls has confirmed a vulnerability impacting Software House CeCURE Portal. CeCURE
Portal allows users to manage visitors and access management to CeCURE 9000, a security management
system. To secure CeCURE 9000 user account information users should upgrade CeCURE 9000 to version 3.0.

Impact
Under certain circumstances a CeCURE Portal user could enumerate user accounts.

Affected Versions
e CeCURE 9000 version 2.90 and earlier

Mitigation
e Update CeCURE 9000 2.90 with patch 2.90 SP5
e -or-

e Upgrade CeCURE 9000 to version 3.0
e The software can be downloaded here: https://www.swhouse.com/Support/SoftwareDownloads.aspx
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2021-36201 - NIST National Vulnerability Database (NVD) and MITRE CVE’ List
ICSA-22-284-03 - CISA ICS-CERT Advisories
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https://www.us-cert.gov/ics/advisories
https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36201

