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@ Overview
Johnson Controls has confirmed a vulnerability impacting CEVAS, a product from CKS, a Johnson
Controls company. CEVAS is a web-based billing and reporting solution for rescue and emergency services.

Impact
The software does not sufficiently validate user-controllable input and could allow a user to bypass
authentication and retrieve data with specially crafted SQL queries.

Affected Versions
e All CEVAS versions prior to 1.01.46

Mitigation
e Upgrade CEVAS to version 1.01.46

Initial Publication Date
October 25, 2022

Last Published Date
October 25, 2022

Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2021-36206 - NIST National Vulnerability Database (NVD) and MITRE CVE®

ICSA-22-298-05 - CISA ICS-CERT Advisories
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https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36206
https://www.us-cert.gov/ics/advisories



