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Overview

Johnson Controls has confirmed a vulnerability impacting exacqVision Web Service.

Impact
Under certain circumstances the exacqVision Web Services will not enforce secure web communications
(HTTPS).

Affected Versions
e exacqVision Web Service all versions up to and including 24.03

Mitigation
e Update exacqVision Web Service to version 24.06

Initial Publication Date
August 1, 2024

Last Published Date
August 1, 2024

Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2024-32864 - NIST National Vulnerability Database (NVD) and CVE®

ICSA-24-214-04 - CISA ICS-CERT Advisories

In addition to the guidance provided in this advisory, the recommendation provided within Johnson Controls
Hardening Guide should always be applied to minimize security risk.

Visit the Johnson Controls Trust Center Cybersecurity website to access the latest Hardening Guidelines and

best practice in cybersecurity - https://www.johnsoncontrols.com/trust-center/cybersecurity/resources.
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