
     

 

 

Product Security Advisory 
 
April 24, 2025          JCI-PSA-2025-04 

   CVE-2025-26382 
  ICSA-25-114-05 
 

Overview 
Johnson Controls has confirmed a vulnerability impacting the Software House iSTAR Configuration 

Utility (ICU) tool. 
 
Impact 
Under certain circumstances the iSTAR Configuration Utility (ICU) tool could have a buffer overflow issue. 

 
Affected Versions 

• All ICU versions prior to 6.9.5 

Mitigation 

• Upgrade ICU to version 6.9.5 or greater 

Initial Publication Date 
April 24, 2025 
  
Last Published Date 
April 24, 2025 
 
Resources 
Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 
CVE-2025-26382 - NIST National Vulnerability Database (NVD) and CVE® 
ICSA-25-114-05- CISA ICS-CERT Advisories   
 
 
Trust Center 

https://www.johnsoncontrols.com/cyber-solutions/security-advisories
https://nvd.nist.gov/search
https://www.cve.org/CVERecord?id=CVE-2025-26382
https://www.cisa.gov/search

